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1 Introduction

1.1 Purpose

This documents provides guidelines in setting up and running a backup system outside of GFG IT.

1.2 Scope

The document provides guidlines to users who need to back up data that is stored on the PCs own hard disks and for which network backup is not a viable option.

1.3 Audience

This document is intended for all staff outside of GFG IT involved in using backup systems.

1.4 Related standards

None.

1.5 Revision history

Version
Date
Author
Description
Sections Affected







0.01
98/06/18
GFG
First draft


2 Hardware Choices

Backup need to be performed periodically and should never be set up so that the previous backup is over written. The choices considered here allow for low cost removable media to be used in the drive. This allows several copies of the backup to be stored.

2.1 Iomega Zip 

The new automatic detect parallel/SCSI
 Iomega Zip is an external device for £109, with discs costing £65.22 for 10.

Zips work as floppy disks or as slow drives. Data can be copied to them or backup software used with some level of compression.

As slow hard dirves the drive compression software, such as supplied with Windows 95 and NT 4, allows up to 180Mb to be stored on a drive.

An internal IDE Zip (the original version of the Iomega Zip) is now below £70 and is less likely to be removed from the system or desk. The internal SCSI version is £84 and is significanly faster than the IDE version.

There is an optional battery pack available for the external Zip drive.

2.2 Panasonic portable PD, parallel port, 8xCD

The Panasonic PD is an external parallel port optical storage system with a capacity of 640Mb. It doubles as a CD-Player. The optical cartridges are like slow hard disks (very fast by Zip standards) but are robust and enclosed in their own casing. 

The drive unit is £235 and cartridges are £22. 

Although more expensive than a Zip they are more reliable, faster and have a larger storage capacity of a small additional cost.

2.3 Iomega Jazz

The Iomega Jazz drives are SCSI devices. There are internal and external versions and capacities of 1Gb and 2Gb. Cartridges are £52 for 1Gb and £92 for 2Gb versions. The 2Gb Jazz drive can use 1Gb cartridges. A parallel port/SCSI adapter is avaible for £29.95 allowing the external drive to be used on PCs without SCSI cards. 

Jazz Drive
Internal
External

1G
£158
£170

2G
£309
£335

The Jazz cartridge is a packaged hard disk unit and performance is similar to internal hard drives.

The cost is high and should not be considered for backup only solutions. If archive data is to remain acceptable or transported from one system to another the Jazz is a variable alternative.

2.4 CD-Rewriteable

The CD-Rewritable uses a different method of write to that used in MO devices like the Panasonic PD and are slower but can be used as a second hard disc. The CD-RW is not in a protective casing, unlike the MO cartridges used in the Panasonic PD.

CD-Rewriteable drives will also write to CD-R (CD-recordable) discs. These are now below £1 each and are ideal for archive purposes as they cannot be over written.

The capacity of CD-R and CD-RW is 640Mb and they triple up as slow CD players (typically 6 or 8 speed only for playback with 2 or 4 speed for recording).

Philips CDD3600 Internal write/re-write 6x,2x,2x
£255

HP rewritable 70200I IDE 6x2x2x
£225

Yamaha SCSI CDR2260T 6x2x2x
£199

Yamaha SCSI CDR4260T 6x2x4x
£269

CD-R (write once) disc are 98p each when bought in qualities of 100. CD-RW are approximately £15 each.

Drive costs are still high, but running costs are lower than for PD or Jazz systems.

2.5 Tape Devices

The are several low cost tape drive mechanisms available.

HP Colorado T3000 stores 3.2Gb (compressed) on a cartridge costing £25 for 3. The drives are £104 for a floppy interface internal version. Internal IDE interface versions with 5Gb capacity cost £127 and external parallel interface versions are available for £155.

The Seagate TapeStore3200 is an external parallel device which backs up data at 19Mb/second. Drives cost £109 with cartridges costing £16 for 3.

Iomega Ditto tape drives come in 7Gb and 10Gb versions. 

Max 7Gb internal
£96

Max 7Gb external
£125

Max 10Gb internal
£139

Max 10Gb external
£169

7Gb cartridges
£18

10Gb cartridges
£22

For large systems and multiple servers it is more common to use DAT drives, but the cheapest drive is of the order of £335 for 2Gb (£379 for 4Gb, £499 for 8Gb) and requires a SCSI card costing approximately £65.

Software Choices

The devices discussed in Section 2 normally have their own backup software supplied. Some are supplied as bare units or only with ‘lite’ versions of the 3rd party software.

If the device is SCSI then the SCSI controller card may have adequate software supplied that includes a backup application.

For disc drive types (Zip, Jazz, PD and CD-RW) direct copy or a utility like WinZip
 are viable alternatives to using a backup system. WinZip is very effective at creating compressed files. However it requires adequate free space in the \temp directory where it generates the zip file before copying to the final destination. However it is equally easy to overwrite or delete the previous backup.

Backup software normally keeps a track (on the local hard disk) of previous back ups. It is possible to then perform incremental backups. An incremental backup looks for files in the selected directory that have changed since the last full or incremental backup. This reduces the time to perform the backup but requires the reinstallation or recovery to start with the last full backup and then go through each incremental backup in order.

A variation on this is when an incremental backup includes all the changes since the last full backup. So, for example, Thursday’s backup includes changes made on Monday, Tuesday and Wednesday.

The Backup process

2.6 Introduction

Read the manual, both for the hardware and software being used. If the backup device is external take particular note of how it needs to be powered up. Fail to follow the manufacturer’s guidelines may result in permanent damage to the unit.

2.7 Why do backups?

2.7.1 The Human Eraser.

Have you ever reformatted a hard disk when you meant to format a floppy? Have you ever typed "Y" when you meant "N" and then it was too late? Have you ever overwritten a file by mistake? How about installing software you later found you really didn't want? Today's PCs can do a lot of damage in a very short period of time. Many people would agree the fastest erasers known consist of a fast PC combined with an unprepared or tired brain. A tape backup system can save you hours, days or months of trying to reconstruct your valuable data. Before you do any important system change, such as adding hardware or software, remember to Backup before you proceed.

2.7.2 Hard Disk Failure. 

MTBFs (Mean Times Between Failure) have improved dramatically in the past several years for all peripherals. But so has data capacity--and the amount you could lose if your disk fails. The problem is, you never know when a failure will occur. And, according to the laws of Murphy, the loss will occur at the worst possible time. A tape backup systems give you immediate and automatic protection from unpredictable disk failures.

2.7.3 Free Up Disk Space. 

While we can't stop the steady growth of PC software, we can help you do something about it by allowing you to offload some of the less used files from your Hard Disk onto tape. Removing those inactive files can open up your Hard Disk for new programs or growing data files. And what about all those programs you collect for general interest or just plain fun? Inexpensive tape cartridges are a sure way to archive your programs and data while still keeping them accessible when you do need them. It could even enable you to put off buying a larger disk.

2.7.4 Events Beyond Your Control.

Both natural and manmade disasters inject a disconcerting variability into any application requiring large amounts of data storage. These include fire, floods, lightning and outright theft. After such an occurrence, how will your business survive? For instance, regenerating vital billing or customer information would be very difficult from paper records, if not impossible. A tape backup systems protect your data against such calamity. Besides doing daily backups, plan to do an extra backup weekly. Then take the extra cartridge home with you or put it in a fireproof safe. If your system goes, your data stays--it may mean the difference between business as usual and bankruptcy.

2.7.5 Large File Transfers.

Not so many years ago, a floppy disk was all that was needed to transfer information over long distances. But with the rapid growth of PC memory has come a corresponding growth in file sizes which has far outstripped the capacity of standard floppy disks. Today, it is much more reasonable to transfer large files on tape, which serves as a compact, inexpensive and rugged medium.With your tape backup system you can conveniently send a tape cartridge across the country, through the mail or across the office in your shirt pocket. Tape systems are often your easiest data transfer solution.

2.7.6 Virus Protection.

Some unscrupulous individuals have written small, destructive programs called `viruses' which innocently hide on `shareware' disks, electronic `bulletin boards' or large public networks (including the Internet). These programs have the ability to copy themselves and load into your system along with the software you think you're getting. Once loaded, they proceed to wreak havoc with your system, causing errors, lockups and loss of data. A tape backup systems can restore data lost through virus infection when used in conjunction with good virus detection software and an earlier backup. 

2.7.7 Keeping Your Hard Disk Nimble.

The processes of generating, editing and saving your data files repeatedly can cause your hard disk to store the files in several pieces, or fragments, on your hard disk. It is much more difficult for your hard disk to access a fragmented file than a contiguous file. Although many 'defragmenter' programs are available today, they cannot sort the files into any particular order and may not be able to handle some defragmenting jobs, such as those on certain networks. The effects of file fragmentation can slow your hard disk down to as little as one third to half of its original speed. Fortunately, your tape backup system provides an easy solution. Files backed up on tape are automatically defragmented and stored in a controlled order, which you can specify. Thus, you can back up your entire hard disk, reformat it and then restore it from tape with all traces of fragmentation and disorder removed. This can save a lot of wear and tear on your hard disk and allow it to run 'full speed ahead'. A tape backup systems provide all the benefits described above along with easy-to-use, intuitive software. Being easy to use and simple to install are key features of all good tape backup products. And let's face it, if it isn't effective and easy-to-use--it probably won't be used!

2.8 Selecting what to back up

Microsoft operating systems include configuration files in the windows and system directories. These may get changed whenever an application is run.

As the operating system and all the applications may take several hours to install and configure a full system backup is worth considering.

If the PC has a ‘standard build’ then only directories containing data (documents, spreadsheets, mail, calendar and databases) need to be backed up.

The backup software allows the selection of what directories and files to be included in the backup and setting whether this is to be a full or incremental backup. This setting can be stored for future use.

Keeping the all the work in progress files under one main directory is tidy and helps when making backups. Setting up a main directory of \users and then sub-directories to users’ names is one way of doing this.

Files can be saved under the profile sub-directories found in the main window’s directory. However if the user’s profile is removed then the files are lost. This may also happen if Windows is re-installed or updated.

2.9 Restoring from Backup

Disaster Recovery

� SCSI – small computer systems interface


� WinZip © Nico Mak computing, Inc.
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